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OVERVIEW




+ 1SO 27001:2013 certified
« HIPAA compliant
- GDPR

- Most of the features | will talk about, are available to your account administrators
to change.

- Some features are not available on all plans, we recommend you upgrade your
plans to be able to access all security features. Please contact
support@leadsquared.com or your account manager for more details.



mailto:support@leadsquared.com

PREVENT UNAUTHORIZED ACCESS




IP Whitelisting

- This will help in preventing any un-intended visitors or attackers
» Check the feasibility if you can implement this

 Only requests from whitelisted IP’s are accepted and everything else is bloked




IP Whitelisting

H leququgred DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS
Settings @

Profile Users and Permissions Restriction using IP Whitelisting @

You can restrict access to LeadSquared Account by setting up a whitelist of IP Addresses
Users and Permissions Users

Enable IP Restriction  ves n

Security Sales Groups

You can restrict access to your Leadsquared Account by setting up a whitelist of IP addresses and enabling this setting. Any user
Leads Roles who tries to log in or access your account from a computer with an IP address not included in the whitelist will not be able to access.
If you do not want to enable IP Restriction for your account, you may disable this setting.
Mobile App Teams

Enable IP Restriction for APIs  ves n

Lead Tracking Permission Templates
You can restrict access to your Leadsquared Account via APIs by setting up a whitelist of IP addresses and enabling this setting. If

Lead Prioritization Lead Assignment Quota you do not want to enable IP Restriction for APIs, you may disable this setting.

Email Settings Restriction using IP _
Whitelisting

Rules and Notifications

User Availability
API and Webhooks




Two Factor Authentication

» Username and Password as the first factor & OTP as second

- Email or Text message or TOTP (such as Google Authenticator, Microsoft etc.)

N | leququgred DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Q 2

[
-

Settings @

Profile Security Login Settings @

Manage settings related to login.

Users and Permissions Login Settings

Password will be encrypted and sent over network

Leads Authentication Provider

Mobile App Session Management Mandate Two Factor Authentication
Users have to setup two factor authentication to login

Lead Tracking




H (MY ORGANIZATIO... DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Q oA ® @

Administrator Dashboard @ ®

Key Lead Metrics Bl Last30Days C' 31 O overall Lead Funnel Recently Sent Email Campaigns (Bl hoil

Last 30 Days Campaign Mame Recipients Open  Click

Email Campaign 07 2 0.00% 0.00%
New Leads |Engagement |Active Leads Prospect

Email Campaign 01 1 0.00% 0.00%
0 0% 0%

Opportuni
Overall pportunity

Total Leads Engagement @ Active Leads

79 u% 95% Customer

Top Landing Pages B Last30Days C' 03 € Top New Leads Email Summary
Page Name Submits Conversion No new leads in the selected period.

Autoresponders
2 Soft Phone . 0.00%




Password Encryption

n le{]dsqugred DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Qa 2 @ @
Settings @

Profile Security Login Settings ©

Manage settings related to login

Users and Permissions Login Settings

Password will be encrypted and sent over network

Leads Authentication Provider

Mobile App Session Management Mandate Two Factor Authentication
Users have to setup two factor authentication to login
Lead Tracking




Force Logout all users

H leCIdSC[LI(]red DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Q, ﬁ? Q)
Settings (7] Search Settings

Profile Security Login Settings @

Manage settings related to login.

Users and Permissions Login Settings

Twao Factor Authentication Enable Password Encryption
Password will be encrypted and sent over network

Leads Authentication Provider

Maobile App Session Management Mandate Two Factor Authentication
Users have to setup two factor authentication to login

Lead Tracking

Lead Prioritization Enable Dynamic Token for Mobile App
Additional layer of security for communicating between app and server
Email Settings

Rul d Motificati
Hies ang Hobdiestions Force Logout All Users

Logs out all Leadsquared users

API and Webhooks




Session Management

* Settings are available here:
* My Profile>Settings>Security>Session Management

1. Session Timeout
A user who remains idle for the configured time will be automatically logged out

when this is configured.

2. Login Time Expiry
A user will be logged out after the configured time post login.




Session Management

M leadsquared o O
S'E'ttings (2] Search Settings

Profile Security Session Management @
Configure and view user's session configuration

Users and Permissions Login Settings

Authentication Time duration after which user will have to

login again, irrespective of session timeout

Leads
Authentication

Mobile App Provider

Session Timeout

Lead Tracking Session Management Time duration after which an idle user's ' gg hr_s'
mins

session expires

Lead Prioritization

* To see your changes, wait for at least five minutes and re-login.
Email Settings

Rules and Motifications




Dynamic Token for Mobile App

- Session validity
- Only one login enabled at any given time

- If a user is logged in to one device and tries a simultaneous login on a second
device, this will force log out the first device

- If this is enabled, the “Force Logout all users” feature will work for mobile users
too

« Administrators can enable this to all users




Dynamic Token for Mobile App

M leadsquared Qa 2 ® 0@ 6
S‘E‘ttings (2] Search Settings

Profile Security Lﬂgi n Setti ngs 9

Manage settings related to login.

Users and Permissions Login Settings

. . Authentication Password will be encrypted and sent over network

Leads

Authentication

Maobile App Provider Mandate Two Factor Authentication

Users have to setup two factor authentication to login
Lead Tracking Session Management

Lead Prioritization Enable Dynamic Token for Mobile App

Additional layer of security for communicating between app and server

Email Settings

Rules and Motifications
Force Logout All Users




Authentication Provider

- You can validate usernames and passwords against your corporate user database
or another client app rather than managing separate credentials for LeadSquared.

- Your organization password policies applies to LeadSquared too.

- Following are supported:
« ADFS (Active Directory Federation Services)

- Google
» API




Authentication Provider

H lead Squared ] DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS

Administrator Dashboard @ @

Key Lead Metrics i Last30Days (C' 05 €3 Leads by Sources s O 24 & Overall Lead Funnel

Last 30 Days

QOutbound Phone call
Mew Leads| Engagement |Active Leads

17 0% 100% Prospect

Inbound Phone call

Overall

; Unknown
Total Leads Engagement | Active Leads

3 9 0% 1 Do% Customer 1

Example Source

Top New Leads B Last 10Days (' 53 ¢ Recently Sent Email Campaigns

4 Page Campaign Name Recipients Open  Click

Cool fashion trends for 3 0.00%  0.00%

a £ &




Authentication Provider - ADFS

 Prerequisites:
- LeadSquared Administrator User

- Access to your domain Active Directory server
- ADFS Installed
» SSL cert and thumbprint of that certificate

» Username and email ID are the same on LeadSquared and on the platform you are
trying to integrate

* Process:
- Add a Relying Party Trust to your ADFS server

- Obtain the Certificate Thumbprint
- Configure LeadSquared Authentication Provider settings

- Detailed steps available here:
« https://help.leadsquared.com/adfs-integration-for-sign-in-in-leadsquared/



https://help.leadsquared.com/adfs-integration-for-sign-in-in-leadsquared/

Authentication Provider - ADFS

H leqd Sq u(:l]'ed == DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Q & @ @

Administrator Dashboard @ @

Key Lead Metrics C &8 6 Leads by Sources C 2 8 Overall Lead Funnel

Last 30 Days

Cutbound Phone call
New Leads| Engagement |Active Leads

17 0% 100% e

Inbound Phone call

Overall

g Unknown
Total Leads |Engagement|  Active Leads

3 9 0% 1 Do% Customer §1

Example Source

Top New Leads B Last 10 C 2 ¢ Recently Sent Email Campaigns

#| 4 Page Campaign Name Recipients Open  Click

Name Cool fashion trends for 3 0.00%  0.00%




Authentica

Test Authentication Provider
Test selected authentication provider which will be used by the users to login

Hi,

Please click the button to Sign-in to LeadSquared with your

\ Google account
G Sign in with Google

Provider - Google

M leadsquared

Login with Google Account

Welcome! Please click on the button below to Sign-in to
LeadSquared with your Google Account.

G Sign in with Google

LeadSquared works best with Chrome and Firefox browsers.

e

WARNING:

suspected.
2 Copyright 2018, Market¥pander Services Pvi. Ltd. All rights reserved.

Help * Terms of Service * Privacy Policy * Acceptable Use

This application ‘LeadSquarsd’ is ilable only for authorized users. If you are not an authorized user, please disconnect the session by
closing the browser immediate ccessing this system, you agree that your actions may be monitored if unauthorized usage is




Authentication Provider - API

- You can use a third-party tool to integrate auth with LeadSquared.
- Simple and easy to setup

* Process:
- Enable Third Party Auth Provider > Select API

» On the Configure Authentication Provider pop-up, enter the details of the APl you've
exposed. When you're done, click Test.




CONTROL DATA ACCESS RIGHTS
& USERS PERMISSIONS




User Roles

User Role Access Rights

Sales User Can access only the Leads assigned (where the user is the Lead Owner)
Cannot access Marketing Functions like Email Campaigns, Landing Pages,
Autoresponders, Automation
Sales Users can be associated in groups. to know details about creating and

managing groups please refer Manage Groups

Sales Manager Can access ALL leads (leads assigned to any user)
Cannot access Marketing Functions like Email Campaigns, Landing Pages,
Autoresponders, Automation

Limited access to Settings

Marketing User Can access ALL leads (leads assigned to any user)
Can access all Marketing Functions
Limited access to Settings (more than Sales Manager but less than

Administrator).

Administrator Complete access to everything

Super Can apply permission templates to restrict access given to administrator
Administrator users

Can set administrator users as super admins




User Roles

Settings @

Account Settings
Ui and Permraondg
Customazation

Mabde App

Lead Tracking

Lead Prddvizaisgn
Email Settings

AP and Weblhooks

Rules and Motifcations

DCigifg Demiordirm B g

Users and Permissions

Users

Sabes Groups

Hodeg

Teams

FermiEsign Templates

Lead Assgnment Cuota

Restncisan using [P
'||'||'."|1E-!|51||'|g

Lhser Availability

Users ©

Create and Update LeadSguared wsers

Q

Eole | A

advanced Search 9

Slatus | Acthe

Emnail Address

babdoeiZgmalcom

jackdoeGomai com

ul yr\-;hﬁ-ll:ﬂ'd!.qddrﬂ'ﬁ Lam

virkdsingh@igmail.com

EareRehmple.osm

Rale

Salag Llsar

Sales Manager

Saled Lger

Aomiresbratos

Markebrsg Liser

Search Sattings

E Acbhong e

Permission Templates

Edmiretiralor Panmitisons

Actions
2
o
I
o
5




Sales Groups

- Organize your sales users into different groups based on their location,
department etc.

- View [ modify leads in the group
» Setup Automations

» Setup access groups

a Company

Group 3 X dt Sales Head
|

X ': Manager Group 1
.




Sales Groups

Edit Sales Group

Sales Group Details Managers Sales Users

Edit Permissions: John Doe
View Accounts M'II ¥ View all accounts of a group I

L) Modify all accounts of a group

Yies  [a]

¥ Wiew all leads of an account

iJ Modify all leads of an account

[ Add users to group

Save and Close Cancel




Permission Templates

- Permission templates let you control access to features and actions (like viewing,
creating, editing, deleting, exporting and importing leads).

« Apply these templates on user, role or sales group level.

* You can:
- Create a permission template

- Apply a permission template
- Control which users are shown in dropdown fields
- Apply permission templates to Admin users




Permission Templates

ﬂ lECIdSC{UCIred DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Q Q ® @
Settings (7] Search Settings

Profile Users and Permissions Permission Templates e
Manage Permission Templates

Search Template Q

Security Sales Groups

Name Description Assigned To Modified By ModifiedOn | Actions
Leads Roles
20/05/2020 #

Anuraag_Webinar_Demo Anuraag_Demo Mot assigned yet Anuraag Test 1229 AM

Mobile App Teams

permission to Lakshman 27/06/2018 o

| ri Mot assigned yet .
sdles use ot assign Ve Slﬂgh 03:24 PM

Lead Tracking Permission Templates view

Lakshman 27/06/2018

I smrd Mirimritizndtiom 1amd Acrianmnond Mooads Qalac ncar Blat sccimmad vt




Permission Templates

Create Permission Template

Mame *

Drescription

User Access (1)

Restrict Access

Assign Permissions:

@ Allusers O Sales Group Users

Dashboard @
Allowed

Custom Apps @
Allowed

View

Configure

Tasks .

() Not Allowed

Reports ®
Allowed

API Access @ @ Call 9

Allowed Recﬂrd ingS Allowed

Mark

Edit Delete Export Import Sk

Configure

Configure

Partially Allowed . Allowed Mot Applicable




Permission Templates

Permission Templates ©

Manage Permission Templates

Name Description Assigned To i ModifiedOn  Actions

Create not 06/17/17

allowed LEMOUR 0602~ LN
| Edit

update not : L 06/17

allowed Nokiesped ye 06:03 Delete

Create not allowed

update not allowed

Apply Template

Delete, export, import not Delete, export, 1 User | 1 Group : =

allowed import n...

Click here to apply

the required template 06/17/17
06:03 PM

Export not

Export not allowed allowed

Not assigned yet

Import not

Import not allowed Bowed

Not assigned yet

06:03 PM

06/19/17
04:35 PM

+
06/17/17 o
23

Tnal 1 User




Permission Templates

Apply Template - Anuraag_Webinar_Demo

User Level Role Level Group Level
Search By Kone

User List Users with this Template

Type here to search Type here to search

Demo Test
LeadSquared Webinars




Permission Templates
Control users in dropdown fields

» ‘User Access’ setting lets you control the users shown in user/owner drop-down
fields across the LeadSquared application.

- Helps you prevent sales users from accessing the leads of other sales users.

- Once you implement this feature, sales group managers will only see users in their
own groups and other sales users in the group will only see their own names in all
user/owner drop-downs across the platform

» This will help in restricting unwanted access between different teams or if you
have external parties, between them and internal teams etc.




Permission Templates
(For Admin Users)

- Super Admins can setup Permission Templates for Administrator users
Settings @

Usps amd Parmnssons Ui"-‘r‘ ﬂ
it gl Uesdsle Lo

L] > (B ] oy
Liprs
- ; 0 | Advanced Search
S CanDaupd
PP

te
- Role & it | Actew

Accounts Customization
Email Address
Customizaton

Sipporturuty CudtomiZatsdn

Hnipts UG ngdke i
Mckes Apn
Lesd Trackng
Lead Pricntzaticn S hlaracer
Emal Setirmgs SAdminetralo

AP ard ‘Webbhookt Adrnetraioe

- "-‘ ._J ! .
Data Protechion & Privacy Adrruncttrate:




Permission Templates
(For Admin Users)

Settings ©

Users and Permissions Create Permission Template

m o o

Descrption

Secunty

Accounts Customaation Applcable On O Non Admun Users (8 Admn Users

Restrict Accest ftusersEmi & @ Export User ® Organastion Switch @
Phone s onfous . Eaon
rigure

Customizaton

Opportunity Customization
Support Access o Dashbosrd ) Reports . )

Mobde App Lead Assgnment Quota
AN Permussions Export Import
Lead Trackng Restncbon using 1P Complete

Whtedting

Lead Priorzation
User Avallability
Emad Settings B

Uses Che<kw
AF] and Webihooks

Woek Day Termplates

Data Protection & Privacy

Hohday Calencs




SECUREYOUR LANDING PAGES




Google reCAPTCHA

- Helps you protect from bot attacks and creating multiple fake leads
» You should have a valid Google Account
- Make sure you add all your landing page domains on LeadSquared here:

Profile>Settings>LeadTracking>Website & Landing Page Domains

* Process:
- Generate reCAPTCHA key pair

- Add key pair to your LeadSquared account
- Link the keys to your landing page
» Preview and finish the setup



https://in21.leadsquared.com/Settings/DomainManagement

Allow submissions from registered
domains only

- Register the accepted domain here:

H lEGdSC{LICIred DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Q @ ® @

Settings (2] Search Settings

Profile Lead Tracking Website & Landing Page Domains @
Customize landing page URLs in your own domain and manage all website domains where tracking needs to work
Users and Permissions Tracking Script
Purpose | all

Security Website & Landing Page

Domains _
Domamn Purpose

Leads
Ermnail Link Domain

likeleadsquared.vi , Landing P. Hosti
Mobile App @ uared.viewpage.co ing Page ing

Ignore IPs
Lead Tracking Add Domain

Domain * ||| likeleadsquared.com




Allow submissions from registered
domains only

ﬂ]eadsquared DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Qa 2 ® @

Italy @ 0 ®
Select Landing Page Template Build Landing Page Actions Page Settings Summary

What happens after the visitor submits the landing page?

Show visitor a Thank You message, redirect him to another URL or Provide him a document to download [}

Gets a Thank You message or Is redirected to a URL or Downloads a document

Where should the Thank You message be shown?

() Message above the form  ® On a Popup

Message will be shown on popup after form submission.

Thank you for your interest.

272 characters remaining

Message will be shown above the form after form submission in case of error

QOops something went wrong.




PROTECT PRIVACY OF YOUR LEADS




Privacy Options Available

1. Cookie Consent
>, Email Opt-in

3. Personal Data Protection




Cookie Consent

- DASHEOA WRKETING «  LEA - crOR1 o

“a

Vir Singh
Settlngs (%) . o nrkdengh@gmad com

fducaton 101

Account Settings Data Protection & Privacy Cookie Consemt ©

Users and Permissons Cookie Corndent
Enable Cookie Consent n u
SROMIZAton
e App
Lead Trackng
Lead Prioetzation
Emad Settngs
AR and Webhooks

Rulet ana Notifications

Darts Protection & Privacy ‘

Cookies help us debrver cur servcos Dy usng ou senaces. you agree 1o o use of cookms |agen more

My Test V'ste .

Land Mo’e Leads Close ‘e Deals :
. e ~ - '
- .




Email Opt-in | How to enable

E DASHBOARD CONTENT MARKETING LEADS APPS REPORTS Qa 2 60 @

Administrator Dashboard ® ®

Key Lead Metrics B Last 30 Days Overall Lead Funnel L Recently Sent Email Campaigns CHO

Last 30 Days Campaign Name Recipients Open  Click

Email Campaign 07 2 0.00%  0.00%

New Leads S = =
Engagement |Active Leads P Email Campaign 01 1 0.00% 0.00%

Overall

Tournament Participant

Total Leads Engagement  Active Leads

34 0% 100%

s LY,

Top Landing Pages B Last30Days O 33 Top Mew Leads # Last 10 Days Email Summary
Page Name Submits Conversion No new leads in the selected period. Autoresponders

Download free E-book 226 I 65.16%
Direct Email to List




Email Opt-in

- You can setup Automations to trigger an email to leads asking for their consent.

» Users can provide consent and enable subscriptions

Please confirm your subscription

Hello @{Lead:FirstName,},
Thank you for your interest in our services.

Before we start sending you further emails, we just wanted to be certain that we
have your permission. If you want to receive emails from us, then just confirm by

clicking here.

If you are unable to click the above link, then copy-paste the following link into
your web browser -
#

If you want to opt out of all future emails, then click here.

Cheers,
@{Account:CompanyName ,}

Manage Email Subscription Preferences

Please choose which types of emails you would like to receive from us

Newsletter Promotional Emails
Stay updated with all the new trends in marketing with our articles Introductory emails
and e-books

Select All




Personal Data Protection

» This helps you comply with GDPR

- When enabled, it automatically creates a landing page in your account (in draft
status) that you can publish to existing leads and present them with the following
options —

- View their data

- Remove their data
- Update their data
- Do Not Track

« Others (comments are available)

This is applicable to existing leads only and you can track if someone makes an entry
here.



https://www.eugdpr.org/

REVIEW AUDIT LOGS




Review Audit Logs

- All actions and activities on your LeadSquared account are recorded, and logs can
be reviewed.

- On your Administrator Dashboard, click on Reports > Reports Home

- | lec:dsquared DASHBOARD CONTENT MARKETING LEADS WORKFLOW REPORTS v

Reports > Audit Logs ~

Reports Home

Audit LDgS My Favourite Reports

Report Name My Saved Reports




Reports > Audit Logs

Run the reports and review compliance

il leadsquared DASHBOARD CONTENT MARKETING LEADS WORKFLOW

Reports > Audit Logs ~
Audit Logs

Report Name

d Apps and Connectors Audit Report
Helps you track all the changes to connectors done in your account

Automation Audit Log
Helps you track changes done in an Automation

Deleted Automations Audit Report
Helps to track the deleted Automations in a given time range

Drip Campaign Audit Log
The report lists all the changes made to a given drip campaign

Lead Field Changes Audit Log
Helps you track the list of changes done in lead fields

Product Audit Report
Helps you track all the changes done to your Products by users in your account

User Audit Log
Captures all changes in Users such as password changes etc




Request History

H leadsquared DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Q g @ @

Settings e Search Settings

History of all bulk export, delete and other requests

Users and Permissions My Profile
[] Subscribe me to notifications
Security My Password
Request Type Schedule On Status Created By
Leads My Email Signature
Lead Export 02/04/2020 03:50 PM Success Laksh Test
Maobile App My Report Subscriptions
Lead Export 02/04/2020 03:46 PM Success Laksh Test
Lead Tracking Iy Leaves
Activity Export 29/08/2018 05:06 PM Success Lakshman Singh
Lead Prioritization Organization Settings
Activity Export 29/08/2018 05:05 PM Success Lakshman Singh
Email Settings Company Profile
Mark Lead Field Unique 29/08/2018 03:46 PM Fail Lakshman Singh
Rules and Motifications Custom Logo
Lead Bulk Update 13/06/2018 01:46 PM Success Lakshman Singh
API and Webhooks Request History
Lead Bulk Update 13/06/2018 01:41 PM Success Lakshman Singh

Data Protection & Privacy Billing and Usage




SECUREYOUR APICALLS
(BEST PRACTICES)




Secure your API calls

- LeadSquared API's support latest encryption algorithms like TLS

» AccessKeys and SecretKeys are used for authentication — keep them secret
- IP Whitelisting — restrict the API request calls to a limited set of Ips

- Permission Templates to restrict APl access

« Check your APl logs here:
My Profile>Settings>API and Webhooks>API logs



https://in21.leadsquared.com/Settings/APILogs

M leadsquared

Land More Leads, Close More Deals



https://www.g2crowd.com/products/leadsquared/reviews

ThankYou




