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OVERVIEW



ɆISO 27001:2013 certified

ɆHIPAA compliant

ɆGDPR

ɆMost of the features I will talk about, are available to your account administrators 
to change.

ɆSome features are not available on all plans, we recommend you upgrade your 
plans to be able to access all security features. Please contact 
support@leadsquared.comor your account manager for more details.

mailto:support@leadsquared.com


PREVENT UNAUTHORIZED ACCESS



IP Whitelisting

ɆThis will help in preventing any un-intended visitors or attackers

ɆCheck the feasibility if you can implement this

Ɇ/ÎÌÙ ÒÅÑÕÅÓÔÓ ÆÒÏÍ ×ÈÉÔÅÌÉÓÔÅÄ )0ȭÓ ÁÒÅ ÁÃÃÅÐÔÅÄ ÁÎÄ ÅÖÅÒÙÔÈÉÎÇ ÅÌÓÅ ÉÓ bloked



IP Whitelisting



Two Factor Authentication

ɆUsername and Password as the first factor & OTP as second

ɆEmail or Text message or TOTP (such as Google Authenticator, Microsoft etc.)





Password Encryption



Force Logout all users



Session Management

Å Settings are available here:
Å My Profile>Settings>Security>Session Management

1. Session Timeout
A user who remains idle for the configured time will be automatically logged out 

when this is configured. 

2. Login Time Expiry
A user will be logged out after the configured time post login. 



Session Management



Dynamic Token for Mobile App

ɆSession validity

ɆOnly one login enabled at any given time

ɆIf a user is logged in to one device and tries a simultaneous login on a second 
device, this will force log out the first device

Ɇ)Æ ÔÈÉÓ ÉÓ ÅÎÁÂÌÅÄȟ ÔÈÅ Ȱ&ÏÒÃÅ ,ÏÇÏÕÔ ÁÌÌ ÕÓÅÒÓȱ ÆÅÁÔÕÒÅ ×ÉÌÌ ×ÏÒË ÆÏÒ ÍÏÂÉÌÅ ÕÓÅÒÓ 
too

ɆAdministrators can enable this to all users



Dynamic Token for Mobile App



Authentication Provider

ɆYou can validate usernames and passwords against your corporate user database 
or another client app rather than managing separate credentials for LeadSquared.

ɆYour organization password policies applies to LeadSquared too.

ɆFollowing are supported:
ɆADFS (Active Directory Federation Services)

ɆGoogle

ɆAPI



Authentication Provider



Authentication Provider - ADFS

ɆPrerequisites: 
ɆLeadSquared Administrator User

ɆAccess to your domain Active Directory server

ɆADFS Installed

ɆSSL cert and thumbprint of that certificate

ɆUsername and email ID are the same on LeadSquared and on the platform you are 
trying to integrate

ɆProcess:
ɆAdd a Relying Party Trust to your ADFS server

ɆObtain the Certificate Thumbprint

ɆConfigure LeadSquared Authentication Provider settings

ɆDetailed steps available here:
Ɇhttps://help.leadsquared.com/adfs-integration-for-sign-in-in-leadsquared/

https://help.leadsquared.com/adfs-integration-for-sign-in-in-leadsquared/


Authentication Provider - ADFS



Authentication Provider - Google



Authentication Provider - API

ɆYou can use a third-party tool to integrate auth with LeadSquared.

ɆSimple and easy to setup

ɆProcess:
ɆEnable Third Party Auth Provider > Select API

ɆOn the Configure Authentication Provider pop-ÕÐȟ ÅÎÔÅÒ ÔÈÅ ÄÅÔÁÉÌÓ ÏÆ ÔÈÅ !0) ÙÏÕȭÖÅ 
ÅØÐÏÓÅÄȢ 7ÈÅÎ ÙÏÕȭÒÅ ÄÏÎÅȟ ÃÌÉÃË 4ÅÓÔȢ



CONTROL DATA ACCESS RIGHTS 
& USERS PERMISSIONS 



User Roles



User Roles



Sales Groups

ɆOrganize your sales users into different groups based on their location, 
department etc.

ɆView / modify leads in the group

ɆSetup Automations

ɆSetup access groups 



Sales Groups



Permission Templates

ɆPermission templates let you control access to features and actions (like viewing, 
creating, editing, deleting, exporting and importing leads).

ɆApply these templates on user, role or sales group level.

ɆYou can:
ɆCreate a permission template

ɆApply a permission template

ɆControl which users are shown in dropdown fields

ɆApply permission templates to Admin users



Permission Templates



Permission Templates



Permission Templates



Permission Templates



Permission Templates
Control users in dropdown fields

ɆȬ5ÓÅÒ !ÃÃÅÓÓȭ ÓÅÔÔÉÎÇ ÌÅÔÓ ÙÏÕ ÃÏÎÔÒÏÌ ÔÈÅ ÕÓÅÒÓ ÓÈÏ×Î ÉÎ ÕÓÅÒȾÏ×ÎÅÒ ÄÒÏÐ-down 
fields across the LeadSquared application. 

ɆHelps you prevent sales users from accessing the leads of other sales users.

ɆOnce you implement this feature, sales group managers will only see users in their 
own groups and other sales users in the group will only see their own names in all 
user/owner drop-downs across the platform

ɆThis will help in restricting unwanted access between different teams or if you 
have external parties, between them and internal teams etc. 



Permission Templates
(For Admin Users)

ɆSuper Admins can setup Permission Templates for Administrator users


