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OVERVIEW




Z1SO 27001:2013 certified
7z HIPAA compliant
#GDPR

7 Most of the features | will talk about, are available to your account administrators
to change.

7 Some features are not available on all plans, we recommend you upgrade your
plans to be able to access all security features. Please contact
support@leadsguared.coror your account manager for more details.



mailto:support@leadsquared.com

PREVENT UNAUTHORIZED ACCESS




IP Whitelisting

ZThis will help in preventing any tintended visitors or attackers
7 Check the feasibility if you can implement this
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IP Whitelisting

H leququgred DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS
Settings @

Profile Users and Permissions Restriction using IP Whitelisting @

You can restrict access to LeadSquared Account by setting up a whitelist of IP Addresses
Users and Permissions Users

Enable IP Restriction  ves n

Security Sales Groups

You can restrict access to your Leadsquared Account by setting up a whitelist of IP addresses and enabling this setting. Any user
Leads Roles who tries to log in or access your account from a computer with an IP address not included in the whitelist will not be able to access.
If you do not want to enable IP Restriction for your account, you may disable this setting.
Mobile App Teams

Enable IP Restriction for APIs  ves n

Lead Tracking Permission Templates
You can restrict access to your Leadsquared Account via APIs by setting up a whitelist of IP addresses and enabling this setting. If

Lead Prioritization Lead Assignment Quota you do not want to enable IP Restriction for APIs, you may disable this setting.

Email Settings Restriction using IP _
Whitelisting

Rules and Notifications

User Availability
API and Webhooks




Two Factor Authentication

7 Username and Password as the first factor & OTP as second

7 Email or Text message or TOTP (such as Google Authenticator, Microsoft etc.)

H le{]dSun]red DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Q 2 ® @
Settings @

Profile Security Login Settings ©

Manage settings related to login.

Users and Permissions Login Settings

Password will be encrypted and sent over network

Leads Authentication Provider

Mobile App Session Management Mandate Two Factor Authentication
Users have to setup two factor authentication to login

Lead Tracking




H (MY ORGANIZATIO... DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Q oA ® @

Administrator Dashboard @ ®

Key Lead Metrics Bl Last30Days C' 31 O overall Lead Funnel Recently Sent Email Campaigns (Bl hoil

Last 30 Days Campaign Mame Recipients Open  Click

Email Campaign 07 2 0.00% 0.00%
New Leads |Engagement |Active Leads Prospect

Email Campaign 01 1 0.00% 0.00%
0 0% 0%

Opportuni
Overall pportunity

Total Leads Engagement @ Active Leads

79 u% 95% Customer

Top Landing Pages B Last30Days C' 03 € Top New Leads Email Summary
Page Name Submits Conversion No new leads in the selected period.

Autoresponders
2 Soft Phone . 0.00%




Password Encryption

n le{]dsqugred DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Qa 2 @ @
Settings @

Profile Security Login Settings ©

Manage settings related to login

Users and Permissions Login Settings

Password will be encrypted and sent over network

Leads Authentication Provider

Mobile App Session Management Mandate Two Factor Authentication
Users have to setup two factor authentication to login
Lead Tracking




Force Logout all users

H leCIdSC[LI(]red DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Qa 2

Settings (7] Search Settings

Profile Security Login Settings @

Manage settings related to login.

Users and Permissions Login Settings

Twao Factor Authentication Enable Password Encryption
Password will be encrypted and sent over network

Leads Authentication Provider

Maobile App Session Management Mandate Two Factor Authentication
Users have to setup two factor authentication to login

Lead Tracking

Lead Prioritization Enable Dynamic Token for Mobile App
Additional layer of security for communicating between app and server
Email Settings

Rul d Motificati
Hies ang Hobdiestions Force Logout All Users

Logs out all Leadsquared users

API and Webhooks




Session Management

A Settings are available here:
A My Profile>Settings>Security>Session Management

1. Session Timeout

A user who remains idle for the configured time will be automatically logged out
when this is configured.

2. Login Time Expiry
A user will be logged out after the configured time post login.




Session Management

M leadsquared o O

Setti ngs @ Search Settings

Profile Security Session Management @
Configure and view user's session configuration

Users and Permissions Login Settings

Authentication Time duration after which user will have to

login again, irrespective of session timeout

Leads
Authentication

Mobile App Provider

Session Timeout

Lead Tracking Session Management Time duration after which an idle user's ' gg hr_s,
mins

session expires

Lead Prioritization

* To see your changes, wait for at least five minutes and re-login.
Email Settings

Rules and Motifications




Dynamic Token for Mobile App

7 Session validity
7ZOnly one login enabled at any given time

ZIf a user is logged in to one device and tries a simultaneous login on a second
device, this will force log out the first device

)y £ OEEO EO AT AAIl AAh OEA 0O&l OAA , 1 cCci 660
too

Z Administrators can enable this to all users




Dynamic Token for Mobile App

M leadsquared Qa 2 ® 0@ 6
S‘E‘ttings (2] Search Settings

Profile Security Lﬂgi n Setti ngs 9

Manage settings related to login.

Users and Permissions Login Settings

. . Authentication Password will be encrypted and sent over network

Leads

Authentication

Maobile App Provider Mandate Two Factor Authentication

Users have to setup two factor authentication to login
Lead Tracking Session Management

Lead Prioritization Enable Dynamic Token for Mobile App

Additional layer of security for communicating between app and server

Email Settings

Rules and Motifications
Force Logout All Users




Authentication Provider

7 You can validate usernames and passwords against your corporate user database
or another client app rather than managing separate credentials for LeadSquared.

7 Your organization password policies applies to LeadSquared too.

7 Following are supported:
7 ADFS (Active Directory Federation Services)

7 Google
7 API




Authentication Provider

H lead Squared ] DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS

Administrator Dashboard @ @

Key Lead Metrics i Last30Days (C' 05 €3 Leads by Sources s O 24 & Overall Lead Funnel

Last 30 Days

QOutbound Phone call
Mew Leads| Engagement |Active Leads

17 0% 100% Prospect

Inbound Phone call

Overall

; Unknown
Total Leads Engagement | Active Leads

3 9 0% 1 Do% Customer 1

Example Source

Top New Leads B Last 10Days (' 53 ¢ Recently Sent Email Campaigns

4 Page Campaign Name Recipients Open  Click

Cool fashion trends for 3 0.00%  0.00%

a £ &




Authentication Provider ADFS

Z Prerequisites:
7 LeadSquared Administrator User

7 Access to your domain Active Directory server
7 ADFS Installed
7 SSL cert and thumbprint of that certificate

7 Username and email ID are the same on LeadSquared and on the platform you are
trying to integrate

7 Process:
7 Add a Relying Party Trust to your ADFS server

7 Obtain the Certificate Thumbprint
7 Configure LeadSquared Authentication Provider settings

7 Detalled steps available here:
Z https://help.leadsquared.com/adigteqration-for-sign-in-in-leadsquared/



https://help.leadsquared.com/adfs-integration-for-sign-in-in-leadsquared/

Authentication Provider ADFS

H leqd Sq u(:l]'ed == DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Q & @ @

Administrator Dashboard @ @

Key Lead Metrics C &8 6 Leads by Sources C 2 8 Overall Lead Funnel

Last 30 Days

Cutbound Phone call
New Leads| Engagement |Active Leads

17 0% 100% e

Inbound Phone call

Overall

g Unknown
Total Leads |Engagement|  Active Leads

3 9 0% 1 Do% Customer §1

Example Source

Top New Leads B Last 10 C 2 ¢ Recently Sent Email Campaigns

#| 4 Page Campaign Name Recipients Open  Click

Name Cool fashion trends for 3 0.00%  0.00%




Authentication Provider Google

Test Authentication Provider
Test selected authentication provider which will be used by the users to login

Hi,

Please click the button to Sign-in to LeadSquared with your

\ Google account
G Sign in with Google

M leadsquared

Login with Google Account

Welcome! Please click on the button below to Sign-in to
LeadSquared with your Google Account.

G Sign in with Google

LeadSquared works best with Chrome and Firefox browsers.

e

WARNING:
This application ‘LeadSquarsd’ is ilable only for authorized users. If you are not an authorized user, please disconnect the session by
closing the browser immediate ccessing this system, you agree that your actions may be monitored if unauthorized usage is

suspected.
2 Copyright 2018, Market¥pander Services Pvi. Ltd. All rights reserved.

Help * Terms of Service * Privacy Policy * Acceptable Use




Authentication ProvideFr API

ZYou can use a thirgarty tool to integrate auth with LeadSquared.
7 Simple and easy to setup

7 Process:
7 EnableThird Party Auth ProviderSelectAPI

7 On the Configure Authentication Provider pgp D h

~
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CONTROL DATA ACCESS RIGHTS
& USERS PERMISSIONS




User Roles

User Role Access Rights

Sales User Can access only the Leads assigned (where the user is the Lead Owner)
Cannot access Marketing Functions like Email Campaigns, Landing Pages,
Autoresponders, Automation
Sales Users can be associated in groups. to know details about creating and

managing groups please refer Manage Groups

Sales Manager Can access ALL leads (leads assigned to any user)
Cannot access Marketing Functions like Email Campaigns, Landing Pages,
Autoresponders, Automation

Limited access to Settings

Marketing User Can access ALL leads (leads assigned to any user)
Can access all Marketing Functions
Limited access to Settings (more than Sales Manager but less than

Administrator).

Administrator Complete access to everything

Super Can apply permission templates to restrict access given to administrator
Administrator users

Can set administrator users as super admins




User Roles

Settings @

Account Settings
Ui and Permraondg
Customazation

Mabde App

Lead Tracking

Lead Prddvizaisgn
Email Settings

AP and Weblhooks

Rules and Motifcations

DCigifg Demiordirm B g

Users and Permissions

Users

Sabes Groups

Hodeg

Teams

FermiEsign Templates

Lead Assgnment Cuota

Restncisan using [P
'||'||'."|1E-!|51||'|g

Lhser Availability

Users ©

Create and Update LeadSguared wsers
Q Advanced Search

Fole & Slatus | Acthe

Ernail Address Rale
babdoeiZgmalcom Saled Llser
jackdoeGomai com Sales Manager
wraing hiPleadiquaredcam Saled Llser
virkdsingh@igmail.com AOmirestrakos

EareRehmple.osm Markebrsg Liser

Search Sattings

E Acbhong e

Permission Templates

Edmiretiralor Panmitisons

Actions
2
o
I
o
5




Sales Groups

7 Organize your sales users into different groups based on their location,
department etc.

7 View / modify leads in the group
7 Setup Automations

7 Setup access groups

R Company
A

ULi Sales Head

X Manager kﬁﬁp Group 1 \fﬁ Group 2
r o ] Q

A ® D®

Group 3 b4

B

=1




Sales Groups

Edit Sales Group

Sales Group Details Managers Sales Users

Edit Permissions: John Doe
View Accounts M'II ¥ View all accounts of a group I

L) Modify all accounts of a group

Yies  [a]

¥ Wiew all leads of an account

iJ Modify all leads of an account

[ Add users to group

Save and Close Cancel




Permission Templates

Z Permission templates let you control access to features and actions (like viewing,
creating, editing, deleting, exporting and importing leads).

7 Apply these templates on user, role or sales group level.

ZYou can:
7 Create a permission template

7 Apply a permission template
7 Control which users are shown in dropdown fields
7 Apply permission templates to Admin users




Permission Templates

ﬂ lECIdSC{UCIred DASHBOARD CONTENT MARKETING LEADS WORKFLOW APPS REPORTS Q Q ® @
Settings (7] Search Settings

Profile Users and Permissions Permission Templates e
Manage Permission Templates

Search Template Q

Security Sales Groups

Name Description Assigned To Modified By ModifiedOn | Actions
Leads Roles
20/05/2020 #

Anuraag_Webinar_Demo Anuraag_Demo Mot assigned yet Anuraag Test 1229 AM

Mobile App Teams

permission to Lakshman 27/06/2018 o

| ri Mot assigned yet .
sdles use ot assign Ve Slﬂgh 03:24 PM

Lead Tracking Permission Templates view

Lakshman 27/06/2018

I smrd Mirimritizndtiom 1amd Acrianmnond Mooads Qalac ncar Blat sccimmad vt




Mame *

Drescription

User Access (1)

Restrict Access

Assign Permissions:

Permission Templates

Create Permission Template

@ Allusers O Sales Group Users

Dashboard @
Allowed

Custom Apps @
Allowed

View

Configure

Tasks .

() Not Allowed

Reports ®
Allowed

API Access @ @ Call 9

Allowed Recﬂrd ingS Allowed

Mark

Edit Delete Export Import Sk

Configure

Configure

Partially Allowed . Allowed Mot Applicable




Permission Templates

Permission Templates ©

Manage Permission Templates

Name Description Assigned To i ModifiedOn  Actions

Create not 06/17/17

allowed LEMOUR 0602~ LN
| Edit

update not : L 06/17

allowed Nokiesped ye 06:03 Delete

Create not allowed

update not allowed

Apply Template

Delete, export, import not Delete, export, 1 User | 1 Group : =

allowed import n...

Click here to apply

the required template 06/17/17
06:03 PM

Export not

Export not allowed allowed

Not assigned yet

Import not

Import not allowed Bowed

Not assigned yet

06:03 PM

06/19/17
04:35 PM

+
06/17/17 o
23

Tnal 1 User




Permission Templates

Apply Template - Anuraag_Webinar_Demo

User Level Role Level Group Level
Search By Kone

User List Users with this Template

Type here to search Type here to search

Demo Test
LeadSquared Webinars




Permission Templates
Control users in dropdown fields

rO50A0 | AAAOOGGE OAOOET C 1T AOO Ul O-dodwhi OOT 1
flelds across the LeadSquared application.
7 Helps you prevent sales users from accessing the leads of other sales users.

7 Once you implement this feature, sales group managers will only see users in their
own groups and other sales users in the group will only see their own names in all
user/owner dropdowns across the platform

ZThis will help in restricting unwanted access between different teams or if you
have external parties, between them and internal teams etc.




Permission Templates
(For Admin Users)

7 Super Admins can setup Permission Templates for Administrator users




